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QUESTIONS?



Who is here?
• Library, archival, information/data 

scientists
• Computer scientists
• Researchers
• Educators
• All of the above
•Other?



Has anyone here deposited 
research data?

•Open
• Restricted
• Don’t know…
• Haven’t but through about it…



Has anyone here shared 
research data?

I did!!
It helped me get tenure…



Has anyone here ever thought…
•WOW, if only I could get that data 

of…[HEALTH RECORDS] [FOOD 
PURCHASE/INCOME] I could conduct 
research that has a real impact
• BUT… I cant because of…
• Legal issues…
• Privacy…

• Policies



Data sharing 
•Set the stage….



Data sharing motivations

• Data deluge 
• Open science, open source
• Jim Gray (Microsoft Research) notion of a 

Fourth Paradigm
§ supporting data driven science

• Opportunity to solve grand world challenges







February 2016



October 2016



http://ipat.gatech.edu/news/students-use-data-internship-solve-real-world-problems

July 2017



Forbes, Working with 
IBM, the Memphis Police 
Dept. managed to reduce 
crime by 30% using 
big data analytics

December 2013



Data sharing advantages
Different Reasons
• More complete 

picture
• ROI 

• More data 
• More experts
• Data reuse

• Better Insights
into “Big Data”



Open data Closed data
Intel-
Collaborative 
Cancer Cloud 
(CCC) (Dana-Farber, 
OHSU, Ontario Institute for 
Cancer Research (OICR))

Collaborative 
Genomics Cloud
(CGC )colocalizing 
massive genomics 
datasets)

FICO score (Fair Isaac 
Corporation)   



Data sharing barriers
Policy Licensing, 

agreements

§ Complex 
regulations 
governing use of 
data in different 
domains 

§ Data lifecycle –
data…living thing
~ Do not want to 
loose control over 
data downstream
~ What if data 
is redacted?

“Creative 
commons”  (CC) 
does not 
address need

Rights, privacy

Concerns over 
sensitive 
information 
(e.g., PII)Security

Technical and 
systematic 
aspects (policy, 
regulations, 
confidentiality/
rights)

Incentives

Why would 
someone go to 
all the effort to 
share their 
valuable data?



Still, merit in sharing



Sharing ‘restricted’ data today

• No sharing without a legal agreement

• Involve lawyers to create individual agreement!
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A Licensing Model and Ecosystem 
for Data Sharing

1. Licensing Framework / Generator

2. Data-Sharing Platform (Enforce Licenses)
• DataHub

3. Metadata (Search Licenses and Data)

• Principle: Solve the 80% case!



http://cci.drexel.edu/mrc/research/a-licensing-model-and-ecosystem-for-data-sharing/



Enabling Seamless Data 
Sharing in Industry and 
Academia (Fall 2017)
Heard from the trenches…
• Collect agreements
• Build a trusted platform
• Good metadata!



Early stage work
• Content analysis and clustering
• Syntactic analysis, with term proximity 

comparisons 



Content Analysis
1. Data collection

•26 data sharing agreements, industry, academia, 
government

2. Content analysis
• Confirm data sharing in closed environment
• Focused, language parsed for higher-level general 

categories; mid, lower-level to à specifications to data handling

3. Concept clustering
• Classes, sub-classes, attributes organized on a 

spreadsheet in a classified, hierarchical arrangement.
4. Metadata labeling

• Language of the categories and attributes was refined



Licenses: First Results 
(Sam Grabus: 
smg383@drexel.edu)





6, ~ 40, 
90+



• Privacy & Protection
q Security
§ Sharing non-confidential data →Sharing non-confidential data
§ Password protection/authentication of files → Password protection
§ Encryption → Encryption
§ Security training for involved personnel → Personnel Security Training
§ Establishing infrastructure to safeguard confidential data → Establishing 

Infrastructure
• Data Handling

q Use
§ Each data field/elements to be accessed → Fields Accessed
§ Use of data: only for project-specific/research, or analytical use →

Research Use Only
§ Documenting all projects using the data → Projects involved
§ Modification of data → Modification
§ Compliance with data updates (e.g., changes, removal, corrections) →

Data Updates
§ Sharing data → Data Sharing

Ontologizing



NLTK – parsing terms
• Set maximum keywords length: 5

List top 1/5 of all the keywords

Result:
Keyword: research studies involving human subjects , 
score: 20.4583333333
Keyword: district assigned student identification numbers , 
score: 18.8387650086
Keyword: includes personally identifiable student information , 
score: 17.6168132942
Keyword: district initiated data research projects , score: 14.8577044025
Keyword: support effective instructional practices , score: 13.0
Keyword: personally identifiable information shared , 
score: 11.3440860215
Keyword: disclose personally identifiable information , 
score: 11.1440860215
Keyword: policy initiatives focused , score: 9.0
Keyword: informing education policies , score: 9.0



Sample 30 agreements





Goal: Licensing Framework

Controlled access

Tracking of access

Usage rights (e.g., publication, copying)

Duration of use

Warrantees of correctness/completeness/availability

Other requirements

Standard terms that researchers, lawyers, and 
compliance teams conform with



Is this possible: Technology ⨝ Sharing 
Agreements
Technical
Access control & 
rights management

Expiration

Logging & auditing

Provenance/Finger
printing

De-identification

“Noising”

Aggregation

Agreement Clauses
Controlled access (who & 
where)
Tracking of access
Usage rights (e.g., 
publication, copying)
Duration of use
Warrantees of 
correctness/completeness/
availability
Other requirements
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Platform: First Results

• De-identification is a major 
obstacle for data sharing (e.g., 
HIPAA, FERPA, …)

• Interactive 

De-identification tool

• Detect sensitive columns 
(rule catalog, user-defined, 
machine learning, …)

• Automatically de-identify



data

data owner

data user

ShareDB

HIPAA: Interactive DE-identification
Real-World Databases 

Id Name Street City State P-Code Age 

1 J Smith 123 University Ave Seattle Washington 98106 42 

2 Mary Jones 245 3rd St  Redmond WA 98052-1234 30 

3 Bob Wilson 345 Broadway Seattle Washington 98101 19 

4 M Jones 245 Third Street Redmond NULL 98052 299 

5 Robert Wilson 345 Broadway St Seattle WA 98101 19 

6 James Smith 123 Univ Ave Seatle WA NULL 41 

7 J Widom 123 University Ave Palo Alto CA 94305 NULL 

… … … … … … … 

Customer 

12/02/2009 4 CSE 544: Data Cleaning 



DataHub





DataHub





Implications for Digital 
Libraries?



Standards
• We are good at this







Lay of the land: Agent, access/rights, + workflow



Just a few…existing metadata and 
rights standards
• Rights statements.org: 

http://rightsstatements.org/en/documentation/
• Mets: 

http://www.loc.gov/standards/rights/METSRights.xsd
(rights declaration extension schema)

• Open Digital Rights Language (ODRL): 
https://www.w3.org/TR/odrl/, 
https://www.w3.org/ns/odrl/2/

• ONIX-PL for licensing terms: 
http://www.editeur.org/21/ONIX-PL/



Connecting with Initiatives
• Rights Data Integration Project (RDI): 

http://www.rdi-project.org/about2
• UK Copyright Hub: 

http://www.copyrighthub.org/
• Linked Content Coalition—LCC Rights 

Reference Model as part of the LCC 
Framework: 
http://www.linkedcontentcoalition.org/

• Research Data Alliance
• Legal interoperability Interest Group
• RDA/NISO Privacy Task Group



FRAMEWORKS
https://www.force11.org/group/fairgroup/fairprinciples

• FINDABLE:
• F1. (meta)data are assigned a globally unique and eternally persistent identifier.

F2. data are described with rich metadata.
F3. (meta)data are registered or indexed in a searchable resource.
F4. metadata specify the data identifier.

• ACCESSIBLE:
• A1 (meta)data are retrievable by their identifier using a standardized communications 

protocol.
A1.1 the protocol is open, free, and universally implementable.
A1.2 the protocol allows for an authentication and authorization procedure, where necessary.
A2 metadata are accessible, even when the data are no longer available.

• INTEROPERABLE:
• I1. (meta)data use a formal, accessible, shared, and broadly applicable language for 

knowledge representation.
I2. (meta)data use vocabularies that follow FAIR principles.
I3. (meta)data include qualified references to other (meta)data.

• RE-USABLE:
• R1. meta(data) have a plurality of accurate and relevant attributes.

R1.1. (meta)data are released with a clear and accessible data usage license.
R1.2. (meta)data are associated with their provenance.
R1.3. (meta)data meet domain-relevant community standards.



More on implications

• Never a one size fits all
• Housing data, protecting data
• Arching licenses
• Longevity of metadata describing the data
• Other implications



Alternative … repository depostion



Conclusions and next steps
• Work underway, a lot of heavy lifting…
• Mining licenses shows great diversity, but similarities

• Metadata expertise

• Infrastructure to build on assisted with 
prototyping

• Continue to collect licenses

• Community building and connecting, RDA –
Research Data Alliance

• Connecting internationally…



https://cci.drexel.edu/ShareBigData

• Successful agreements
• Share your case
• Links to licenses
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